I'TALEEMC Series

Implementing
Safe Exam Browser
ini'TaLeEM Quiz

DR. HAZULIN MOHD RADZUAN

DEPT. OF BASIC MEDICAL SCIENCES,
KULLIYYAH OF MEDICINE

& CENTRE FOR PROFESSIONAL DEVELOPMENT,
INTERNATIONAL ISLAMIC UNIVERSITY MALAYSIA



DISCLAIMER

This e-book is written by Hazulin Mohd Radzuan, from
Department of Basic Medical Sciences, Kulliyyah of
Medicine and with permission from the Center of
Professional Development, International Islamic University
Malaysia. All rights reserved. Reproduction of any part of
this writing is not permitted in any form and any manner
whether electronic, photocopying, recording, or other
forms without the author’s permission. Reselling or
modification of this book without the author’s permission is
not allowed. The author is not responsible for the suitability
of contents to all readers.

COPYRIGHT @ 2021




RREFACE

When the Covid-19 pandemic hit Malaysia in March
2020, the higher education institutions were closed
following the Movement Control Order. The teaching
and learning including assessment for and of learning
were performed online. The Emergency Remote
Teaching and Learning (ERTL) Exam Unit was initiated
to research and establish an optimum online
assessment system for the department. We were then
ready to befriend iTa'leEMc, which was foreign to us.
The journey was long and arduous and we wish that
this e-Book shall help our comrades to pave the
pathway to optimize the Quiz feature in i-TaleEMc for
the online assessment purpose.

HAZULIN MOHD RADZUAN
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INTRODUCTION

Logging in i'TaLeEMc

HTTPS://ITALEEMC.IIUM.EDU.MY
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Step i: Go to https://italeemc.iium.edu.my/

How to perform
first-time login to

ITA'LEEM ¢

Visit: bit.ly/italeemfirstlogin

/
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Step ii: Fill in the username and password

0000

& '

Integrated .T.Itﬂin‘ .ln:l I.nrnin‘
Environment System

Sign In

0000




Step iii: Select the course code

Recently accessed courses

MEDMCINE MIEMCINE
SEME MERS 2310 THE ENDOCRINE, R — SEMH MEBBS 1210 HORRMAL RESPONSE &

Step iv: Choose the paper to be answered.

EXAM UNIT TRIAL

G OSPE TRIAL (PAPER 1)

@ MEQ TRIAL (PAPER 1k
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If you do not have 'Safe Exam Browser', installed in
your device, you will see this layout after you choose
your exam paper.

MEQ TRIAL (PAPER 1)

This guiz opened al Thursday, 25 March 2021, 8:00 AM
This quiz will close on Tuesday, 25 May 2021, 8200 PM.
This quiz has been configured 0 that students may only attempt it using the Safe Exam Browser.

Grading method: Highest grade

The config key or browser exam keys could not be validated, Please ensure you are using the Safe Exam Browser wath comect configuration file

Dawnlaad Safe Exam Broweser aunch Safe Exam Brow ser Devwriload configuration

Back to the course
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Download 'Safe Exam Browser'
using Windows
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Step 1.1: Click on the ‘Download Safe Exam
Browser’ button as seen in the previous page.

Download Safe Exam Browser Launch Safe Exam Browser Download configuration

Back to the course

Step 1.2: Choose the operating system that is
suitable to your device and click it to start
downloading.

Current Versions for Windows, macOS and i0S

Software extensions for supported Leaming Management Sysiems: Moodle, ILIAS

Windows

@ Safe Exam Browser 3.1 for Windows

Sare Exam Browser 3.1.1 for Windows E.1 and 10

Sihl: doddbdiadidsclasaelibbican™ £40S23 3040441

Downioad from GitHul project ste.

This updale adds new funclionality for the SEB Senver integration with rMoodle and fixes & few issues repored Dy the community
Below a list of the most prominent new features and changes:

= Added suppon F exam 1D in SEB Server confgurations

Added suppon #or secured qUEZEs with SEB Server and Moodis 3.9 (Deepsr Integration)

= Added suppon Fr batlery and WLAM stalus Iogging with SEB Server

» [Ensured missing maching info doesny prevent startup.

= Ensuren remate conneciions ame recngnized duing stamup

» Fined CORS s5ues.

s Replaced W4+ 2015 Redisinbutablie with VoA Redistributable 2015-2019 In s2tug bundle
» Updabed browser engine ko version 86.0.24 (Chromium version 86.0.4240.158).

Y.V
VY VY




Download in progress.

Safe

@ Safe Exam Browser

Erought o you by:

Gat Updates Shara This Probiloms Downloading? ‘

50 SetupBundlesse | Scanned for m:

¥ Vv
Other Useful Business Software \ A A

O

Protect Your Online Privacy with ExpressVPN
re VPN service

Thee VPM that just works. #1 Tr sader fnWVPH. Enj

ExpressVIPM defieats content restrictions and censorshi

mare, from amewhere in the world, ExpressVPM hides y

Safe Exam Browser Overview
Safe Exam Browser i5 a webbrowser-environment bo carry oul online-exams

It regulates the access to any utilities and prevents students from using unaud

Step 1.3: Click ‘I agree to the license terms and
conditions’, then click the ‘Install’ button.

B Safe Exam Browser Installation — W

Safe Exam Browser
Version 3.1.1.250

This setup bundle will install Safe Exam Browser version 3.1.1.250 and all required components
on your computer.

Please read the following license agreement carefully:

Safe Exam Browser for Windows A

Copyright © 2010-2020 ETH Zirich, Educational Development and Technology
(LET).

This application is subject to the terms of the Mozilla Public License, version 2.0
If a copy of the MPL was not distributed with this application, you can obtain one
at http://mozilla. org/MPL/2 .0/

See https://github com/SafeFExamBrowser for more information about Safe Exam
Browser.

| agree to the license terms and conditions

9 Install Close




Step 1.4: Notification popped out and select ‘Yes’
(instead of default ‘No’).

User Account Control

Do you want to allow this app to make
changes to your device?

"} Safe Exam Browser

Verified publisher: Eidgendssische Technische Hochschule Zarich
File origin: Hard drive on this computer

Step 1.5: Once installation successfully completed,
click ‘Close’ button.

¥ S5afe Exam Browser Installation o »

Safe Exam Browser
Version 3.1.1.250

Installation Successfully Completed

Close




Step 1.6: Then, go back to the initial page that was
used to install ‘Safe Exam Browser’ and click [
button (image in Step 2.2).

B' ate Exam Browser

Download Latest Releazes

Current Versions for Windows, mac0S and 105

Windows

(%) Sile Exam Browser 3.1 for Windows

fafe Exam Rroser 3 41 fmirWiscows 5.9 ard 10

Y.V
VY VY




Step 1.7: You will be directed to the previous page
and click ‘Launch Safe Exam Browser’ button. O

Y.V
VY VY

MEQ TRIAL (PAPER 1)

This quiz opened at Thuraday, 25 March 2021, 8:00 AM
This quiz will close on Tuesday, 25 kMay 2021, 8200 PM
This quiz has been configured =o that students may only attempt it using the Safe Exam Browser.

Grading method: Highest grade

The config key or browser exam keys could not be validated, Please ensure you are using the Safe Exam Browser with comect configuration file

Download Safe Exam Browsar Launch Safe Exam Browser Download configuration

Back to the course

Download Safe Exam Browser Launch Safe Exam Browser Download configuration

Back to the course I E



Step 1.8: Notification appeared stating that your
Information (exam paper) will be accessible and
visible to others (your examiner). Click ‘Send
anyway’ button instead of default button (‘Go
back’).

0,

The information you're about to submit is not secure

na a connection that's not secure, vour




Step 1.9: Allow ‘Open Safe Exam Browser’ by
clicking the button.

Open Safe Exam Browser?

https://italeemc.ium.edu.my wants to open this application.

Always allow italeemc.iium.edu.my to open links of this type in the associated app

Then, initializing configuration notification will be
shown.

Safe
Exam
Browser

Version 3.1.1 [x64

- Initializing configuration...



Step 1.10: You will be directed to log into iTaLeEM
again, but in ‘Safe Exam Browser’ mode.

®ra'LeEM

ntegrated Teaching and Learning
Environmant System

Y.V
VY VY

sSign in

Follow

0000

You know you are in ‘Safe Exam Browser’ mode
when you can see the ‘Start’ button at the right
lower corner of the screen.



Step 1.11: You will be directed to attempt your

exam paper.

miaﬁqlx.ppmtﬁnpﬂ lrrH:H;Qam ﬂﬂmmb qﬁﬁi B100 AM

You can refresh your page by clicking on the button
showed by red arrow.
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SEM2 MBBS 2310 THE ENDOCRINE, REPRODUCTIVE AND URINARY SYSTEMS
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Step 1.12: After finished answering the questions,

you can click ‘Finish attempt’ button (blue arrow).
The number of questions is displayed at the right
side of the screen (red arrow).
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Step 1.13: Then, you need to click ‘Submit all and
finish’.

i .:! I.
i IPIF: EI!.FI-r. _l {

Double confirmation is needed before you can
submit the paper.
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Step 1.14: You can quit ‘Safe Exam Browser’ by
clicking the ‘Start’ button at the right lower corner of
your screen.

STUDENT 104 Log out

| Get the mobile app

L

Step 1.15: Clicking ‘Yes’ button will bring you the
previous iTaLeEM interface.

Y.V
VY VY




Step 1.16: You need to click ‘Go back’ button to
bring you to the initial iTaLeEM website.

Step 1.17: This will bring you to the page where
you need to click ‘Back to the course’.




CHAPTERZ2

Uninstall 'Safe Exam Browser'
for Windows
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Step 2.1: Go to ‘Start’ button and select ‘Settings’.

Step 2.2: Click ‘Apps’ under windows settings.

Windows Settings

Devices Phone

Accounts Time & Language




Step 2.3: Find ‘Safe Exam Browser’, click on it and
choose ‘Uninstall’ button.

Apps & features

Safe Exam Browser 456 MB

3.1.1.250

Uninstall

@ Screencast-O-Matic v2

Step 2.4: Notification popped out and select ‘Yes’
(instead of default ‘No’).

User Account Cantrol

Do you want to allow this app to make
changes to your device?

é} Safe Exam Browser

Verified publisher: Eidgendssische Technische Hochschule Zarich
File origin: Hard drive on this computer




Step 2.5: Click ‘Uninstall’ button; once it is
completed, press on “Close’ button.

B Safe Exam Browser Installation - 4
@ Safe Exam Browser
Version 3.1.1.250
) ¥V
Modify Setup AR

Unin‘ Close

© Safe Exam Browser Installation — X

@ Safe Exam Browser
Version 3.1.1.250

Uninstall Successfully Completed

Log
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Download 'Safe Exam Browser'
using iOS
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Please follow Step i to ivand Step 1.1.

Step 3.1: Choose operating system that is suitable
to your device and click it to start downloading.

@ Safe Exam Browser - Do X

(— e Or & safeexambrowserorg 4 LT] E] sen

@ Safe Exam Browser

Mews Anout - Aliance - Donwmload « Windows = macS - S - Suppart =

@ SafeExamBrowser 2.1.17 for iOS in the App Store

Current version of SafeExamBrowser for i05 9.3.5 and newer

SEB for 05 opens a8 wab browser without an address and search bar, loads a pre-configured webpage and
locks an IPad (or iIPhone ar iPed Touch) into & single app kiosk maode.

Menw in SEB 2.1.17 far i05:

* SEB 2.1.17 runs by default on DS 14, removed check for ranning on 03 beta.

# Mew scroll lock button for better usability while using some drag-and-drop and drawing question
types.

* Mow displaying a dsclaimer about the requiremeant to add an Bsue descnption before sending log hiles
to the SEB develapers in the integrated mail compaoser.

* Now writing SEB and i0S version and device infa into log files

+ Fixad that a different Config Key was calculated on iGS 9/10 than an DS 13414 with some ram
configuration files containing a deprecated setting.

+ Error message in case AAC couldn't be staned propery and device needs 1o be restarted will only
show an 0S5 varsions older than 05 13.0.

#» Fixed that SEB assumed an opened UURL could be a Universal Link if decrypting the config from that
LIRL failed

= Fixed a common crash when the "Search Network” button in the Initial Configuration Assistant is
tapped.
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Step 3.2: Download and open the application.

SafeExamBrowser

ET |
fﬂ‘*k S

What's New

= SER 2 117 runs by defaut an i05 14, removed check Tor ranain

i DuEn far Batier usabihly while using sams o

Preview

Eamm Ponal

e

SafeExamBrowser

gy e

a4+

What's New

d check fof rumning on i0DS beta
RN some drag-and-dr




Step 3.3: When notification popped up, just press
the home button.

You can see that the ‘Safe Exam Browser’ icon is
there.

el
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Step 3.4: Go back to the initial page that was used
to install ‘Safe Exam Browser’ and click [ button
(image in Step 3.1).

-é— _1_’ \H & Naleemc jivm adu. ey : rL D

0S5

@ SafeExamBrowser 2,117 for i08 in the App Store

Current version of SateExamBrowser for i05 9.3.5 and newer

SEB for i35 opens a web browsar without an addrss and search bar, loads & pre-configured wabpags
and locks an iPed jor Phome or iPod Touch) inlo 3 sngke apo kosk mode
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Step 3.5: You will be directed to the previous page
and click ‘Download configuration’ button.

MEQ TRIAL (PAPER 1)

e rl I
il wlll ol L ]
d g Dt corfiguied oo Uewl sdaderia i j 3
wilistl | gl il
¥ perlg ey of browesss exerm beys codd nol be valideeed Flesse sraure pod dare usng ihe Gale iLosm Beowser wilh comecl ponlig
Dowerlcad Sale Eva Brosce Camch Bake Exam Ercwsar Dowerlnad carfguration

Download Safe Exam Browser Launch Safe Exam Browser Download configuration

Back to the course
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Step 3.6: Press ‘Download’ again and ‘Open’ once
it finished.

Download Safe Exam Browser Launch Safe Exam Browser Download configuration

Back o the course

Download Safe Exam Browser Launch Safe Exam Browser Download configuration

Hack o the cowrse

config.seb

a config

@ AirDrop. Share instantly with gecple nearty, o ey barn om

AirDrop from Control Cantre on 105 or from Finder on (he
Mac, you'll see their names here. Just lag 1o share

easage Mai Dpen i SE More

This will direct you to the login page for iTaLeEM
and you will repeat the same processes as in Step
1.10to 1.15.
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Uninstall 'Safe Exam Browser'
for iOS
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Step 4.1: Press the ‘Safe Exam Browser’ icon for a
few seconds until the ‘X’ symbol appears.

Click on the X’ to uninstall the apps.



CHAPTERS

Advantages and disadvantages
of 'Safe Exam Browser'
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No.

Iltem Advantages
Unable to access other /
browser in the same Not in iPad
device and iPhone
Functioning camera and /

microphone while using

‘Safe Exam Browser’

Minimize the chance of /
cheating in exam

Unable to monitor

students’ log infout in

real time

Not compatible with

Android (currently)

Apps file size: 170MB

Disadvantages

/ (particularly
in mobile
phone with
64GB)




IMPROVES EFFICIENCY AND ACCURACY

I-TaLeEM has built-in features for secure online
proctoring, enhancing the accuracy and integrity of
the examination process
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ENHANCED ACCESSIBILITY AND
CONVINIENCE

Students and instructors can attend the exams
remotely, eliminating the need for physical
attendance

EFFICIENT GRADING AND FEEDBACK

enabling instructors to provide personalized
guidance to students and promoting continuous
Improvement in learning outcomes




